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ABSTRACT 
 
 
Iris recognition has been widely recognized as one of the most performing biometric 
system. The accuracy performance of iris recognition system is measured by FAR 
(False Accept Rate) and FRR (False Reject Rate).  FRR measures the genuine that is 
incorrectly denied by the system due to the changes in iris features (such as aging and 
health condition) and external factors that affected the iris image to be high in noise 
rate.  The external factors such as technical fault, occlusion, and source of lighting 
caused the image acquisition which produce distorted iris images problem hence 
incorrectly rejected by the system. The current way of reducing FRR are wavelets and 
Gabor filters, cascaded classifiers, ordinal measure, multiple biometric modality and 
selection of unique iris features.  Iris structure consists of unique features such as 
crypts, furrows, collarette, pigment blotches, freckles and pupil that are 
distinguishable among human. Previous research has been done in selecting the 
unique iris features however it shows low accuracy performance.  As a solution, to 
improve the accuracy performance, this research proposes a new approach called as 
Modified Ant Colony Optimization that uses ant colony algorithm which search for 
crypts and radial furrow.  The method consists of two tasks in obtaining the crypt and 
radial furrow features from the iris texture.  The first task is the artificial ants that scan 
the pixel values according to the range of selected crypt or radial furrow.  Then, the 
scanned pixels value is searched based on degree of angle (0o, 45o, 90o and 135o). The 
second task produces the confusion matrix and the blob of iris feature image is marked 
and indexed before stored into the database. In order to evaluate the performance of 
the proposed approach, FAR and FRR are measured with Chinese Academy of 
Sciences' Institute of Automation (CASIA) database for high quality images and 
Noisy Visible Wavelength Iris Image Databases (UBIRIS) database for noisy iris.  By 
using CASIA version 3 image databases, the crypt feature shows that the result of 
FRR is 18.05% and radial furrow gives 81.5% when FAR at 0.1%.  For UBIRIS 
version 1 database, the crypt feature indicates that the value FRR is 46.93% 
meanwhile the radial furrow shows the values of FRR 33.87% when FAR at 0.1%.  To 
evaluate Modified Ant Colony Optimization, the genuine acceptance value (GAR) is 
measured to recognize iris features detection in low quality image environment. The 
experiment finding indicates that by using the Modified Ant Colony Optimization, 
radial furrow is able to be detected in distorted iris images with 84.62% since its own 
characteristics is obviously revealed. Moreover, the intersaction between FAR and 
FRR produces the Equal Error Rate (EER) with 0.21%, which indicated that equal 
error rate is lower than the previous standard value, which is 0.3%.  Therefore, the 
advantages of using Modified Ant Colony Optimization are it has the capability to 
adapt with unique iris features in robust manner and use small amount of information 
in unique micro-characteristics of iris features to determine the user.  The outcome of 
this new approach is to reduce the EER rates since lower EER rates indicates better 
accuracy performance. As a conclusion, the contribution of Modified Ant Colony 
Optimization extraction approach brings an innovation at the extraction process in the 
biometric technology and provides benefits to the communities. 
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CHAPTER ONE 
INTRODUCTION 
 
 
1.1 OVERVIEW OF IRIS RECOGNITION 
 
Biometrics has been used worldwide as a reliable source of identification 
system for many applications such as restricted area access control, database access, 
computer login, building entry, airport security, forensic application systems and 
automatic teller machine (ATM).  Compared to existing identification system (i.e.: 
smartcard and RFID), biometrics offers higher accuracy, security, efficiency, 
availability, uniqueness and superior performance. In most application, biometric 
recognition system scan a person‘s body parts, extract unique features and stored 
them in a secured database as biometric template.  Then, later, when the system is 
invoked again by a user (e.g. a user scans his/her body parts to gain access), the 
system compares the database with the existing biometric template and provides 
indication whether the scanned images matches any of the existing iris template.  If it 
matches, then the system allows the user to gain access, else, the system will deny 
access. 
In biometrics, various modalities such as facial shape, fingerprint, 
handwriting, and iris have been used for human identification and access control.  Iris 
recognition stands out as a promising method for obtaining automated, secure, 
reliable, fast and high in accuracy for user identification which typically achieve 99% 
accuracy rate with equal error rates of less than 1% [1].  
  Iris recognition is an autonomous system that uses complex mathematical 
pattern recognition, image processing and machine learning techniques for measuring 
the iris [2]. Inside the human iris, there are many unique features such as crypts, radial 
furrows, concentric furrows, collarette, freckles, pupil and pigment blotches which 
distinguish the genuine characteristics of a person, thus making it suitable for 
recognition purposes.  However, the demand for higher accuracy and high speed 
recognition in biometric system leads to continuous proposals of new iris recognition 
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method since there are still concers on the arising number of impostor situation being 
reported from the existing biometric system [3].   
In biometric recognition process, impostor or incorrectly recognized users can 
be categorized into two types. The first type (Type I) of impostor is when the 
biometric system rejects the genuine user who wants to access the system. In most 
applications, a genuine user is defined as the person who is officially allowed by the 
system owner to gain access to a certain secured system and have his/her own 
biometric template captured and stored. Meanwhile, the second type (Type II) of 
impostor is someone who tries to penetrate the biometric systems and pretends to be 
the original person.  
In fact, this is a situation where the person does not officially allowed to gain 
access to a system and does not have any biometric template captured.  However, in 
either situation, the reason why the system behaves in such condition is because when 
the system detects what is commonly known as ―iris distortion‖ and thus, failure to 
match the scanned and stored biometrics identity.  In the context of iris recognition 
system, iris distortion means that the iris characteristics captured by the system are 
detected to be significantly different and cannot be matched for similarity from any of 
the original iris template registered in the database.  Section 1.2 shall deliberate in 
detail the cause of the iris distortion problem in iris recognition. 
 
1.2 BACKGROUND OF THE RESEARCH  
 
From previous works, the cause of distortion to the captured iris images can be 
categorized into two: i) dynamic nature of iris characteristics, ii) occlusion. The first 
category is defined as a situation where the iris itself changes due to human‘s 
biological factors, such as aging, growth, emotion, diet, health problems and eye 
surgery.   In fact, the colour of the iris texture may also change due to inheritance and 
epigenetic diversity from different races. The constantly changing iris texture creates 
difficulties at the comparison phase to determine either the captured iris data are 
genuine or not. Previous studies shows that failure was detected in 21% of intra-class 
comparisons cases, taken at both three and six months intervals [4].  
The second category of distorted iris source simply means that the iris images 
could not be captured accurately due to some physical obstructions or occlusions, 
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such as eyelids and eyelashes [5], as well as the presence of contact lenses or 
spectacles.  The occlusions affect some of the important and vital iris features which 
are unable to be captured, thus contribute to the increased error rate. 
Therefore, many researchers have done studies to overcome the problem of 
distorted iris features and occlusion based on elimination of the unwanted noise [6], 
[7], enhance the noise level [8], white noise application and removal [9], non-circular 
segmentation process [10]–[13] and feature selection [14].  However, most of the 
research outcome indicates that existing solutions, to a certain extent, still incapable to 
reduce or eliminate noisy iris problems. Among all proposed solution, in order to 
solve this problem, the recommendation is to use only a certain unique part of the iris 
structure which remains unchanged for iris recognition.  The unique part of the iris 
texture consists of crypts, furrows, collarette, pupil, freckles and blotches [2].  
Subsequently, some studies found that the micro characteristics in iris features have 
been mostly stable for recognition [15], [16]. Nonetheless, the unique iris feature 
sustained only for a certain period of time, stated in [17], [18] and only up to six 
years, as stated in [19].  
Studies on selecting the iris texture from its original structure have been 
gaining attention from some researchers [20]–[26]. Hence, feature selection is vital 
for choosing a subset features of available unique features by eliminating unnecessary 
features since the information of iris features obtained can be tremendously huge and 
consequently consumes a lot of computational resources [14].  In fact, in feature 
selection, it is observed that the existing method lacks of natural computational 
element in the iris recognition.  
Therefore, the unique iris feature selected is based on the best features points 
from the entire iris texture which is required in learning the changes or instability in 
iris texture intelligently. The natural computational algorithms consist of artificial 
neural networks, artificial immune systems, evolutionary algorithms, and swarm 
intelligence.  
In swarm intelligence, the particle swarm optimization (PSO), genetic 
algorithms (GA), and ant colony optimization (ACO) are the most used nature-
inspired algorithms to solve optimization problems.  Swarm algorithm is chosen based 
on winning their winninf criteria.  Two of the most prominent criteria which makes 
the preferred algorithms are that these algorithms are able to search the elements 
